CHAPTER 9
Mathematics of Crplrograply.: Part 3

(Solution to Practice Set)

Review Questions

1. A positive integer is a pzeze if and only if it is exactly divisible by two integers, 1
and itsell. A composae is a positive integer with more than two divisors.

2. Two positive integers, # and A, are said to be redarively prime, or caprime, if ged (a,

H=1.
3.
a. The function 7(#) finds the number of primes smaller than or equal to .

b. Euler’s phi-function, ¢(#). which is sometimes called the Euler’s totient func-
tion, finds the number of integers that are both smaller than  » and relatively
prime to .

4. The Sieve of Eratosthenes is a method to find all primes less than 2. We write
down all the integers between 2 and  » We cross out all integers divisible by 2
(except 2 itsell). We cross out all integers divisible by 3 {except 3 itself). And so
on. When we have crossed out all integers divisible by all primes less than .J':u the
remaining integers are primes.

5. We discussed two versions of Fermat’s little theorem. The first version says that if
A1s aprime and « is an integer such that 2 does not divide «, then we have 1=
1(meod 7). The second Version removes the condition on & It says thatif zisa
prime and « is an integer, then & = # (mod ). Two immediate applications of this
theorem 1s to find solutions to exponentiation and multiplicative inverses when the
modulus 1s a prime.

6. Euler’s Theorem is a generalization of Fermat’s little theorem. The modulus in the
Fermat theorem 1s a prime, the modulus in Euler’s theorem 1s an integer. We intro-
duce two versions of this theorem. The first version says thatif & and » are
coprime, then A | (mod #). The second version says if w=px ¢ a< 2 and &
£ran integer, then g vm+l_ a(mod #). Two immediate applications of this the-
orem 1s to find solutions to exponentiation and multplicative inverses when the
modulus is a composite but we can easily find the value of ¢(n).



a. Mersenne defined the formula Mp:f — 1 that was supposed to enumerate all
primes. However, not all Mersenne numbers are primes.

b. Fermat defined the formula Fg =22% 4 1 that was supposed to enumerate all
primes. However, not all Fermat’s numbers are primes.

8. A deterministic algorithm always gives a correct answer: a probabilistic algorithm
gives an answer that 1s correct most of the time, but not all of the ime. We mention
two deterministic algorithms for primality testing: divisibility and AKS. We dis-
cussed three probability algorithms for primality testing: Fermat., square-root, and
Miller-Rabin.

9. We mentioned the trial-division, Fermat, Polard »— 1, Polard rho, quadratic sieve,
and number field sieve.

10. The Chinese remainder theorem (CRET) solves a set of congruent equations with
one variable but different moduli, which are relatively prime. The Chinese remain-
der theorem has several applications in cryptography. One is to solve quadratic
congruence. The other 1s to represent a very large integer in terms of a list of small
integers.

11. A quadratic congruence is an equations of the rUITI'Iﬂz.lz-l- ayxr+ ag =0 (mod z). In
this text, we have limited our discussion to equations of the form 22 = a (mod ).
In this equation «is called a guadratic residue (QR) if the equation has two solu-
tions; «1s called gquadratic nonresidue (QNE.) if the equation has no solutions.

12. The group G = -r:Z'_a*._, x> has primitive roots. The primitive roots can be thought as
the base of logarithm. Given.r=log,y for any element yin the set, there is another
element rthat is the log of »in base g. This type of logarithm is called discrete log-

arithm.
Exercises
13.

a. The number of primes between 100,000 and 200,000 can be found as

m(200.000) — w(100.000). Using the upper and lower limits devised by Gauss

and Lagrange, we have

16385 < n(200,000) < 17985 —» w(200,000) = 17200
8688 < m(100,000) < 9587 — m(100,000)= 5138
w(200,000)— = (100,000) = 17200 9138 =~ 3062

b. The number of composites between 100,000 and 200,000 is
100,000— 8062~ 91938

¢. The ratio of primes to composites in the above range 1s  8062/91938 or approxi-
mately 8.77 percent. This ratio for numbers between | to 10 {(without considering | and

1) 15 4/4 or 110 percent.



14.

a. All of these numbers have the same largest prime factor, because

100
1000

10,000

1,000,000

257
(2x5°
2= 5!
(2x 5%

22, 5 Largest factor isS
2.5 Largest factor is5
2, 5 Largest factor is5

2 < 52
2% 5g

3

i arges factor is5
Larges Iactor is5

.l |l

b. However, when we add 1 to each integer. the largest prime factor changes

unpredictably.

101

1001
10,001
100,000
1,000,000

1 101
Tx11x13
73 137
11 9091
101 - 9901

Largest factor is101
Largest factor is13

Largest factor is137
Largest factor is%91
Largest factor is9901

AR |

15. When an integer is divided by 4, the remainder is either 0, 1, 2, or 3. This means
that an integer can be written as (44 +0), (44 + 1), (44 + 2), or (44 + 3), in which £
is the quotient. An integer in the form (4 £+ 0) or 4 £1s not a prime because it is
divisible by 4. An integer in the form (4 + 2) can be a prime only if £ = 0 (the inte-
oer is 2 and it 1s the first prime). The other two forms, (4 £+ 1) and (4 £ + 3). can
represent a prime or a composite. This means that any prime can be either in the
form of (44+ 1) or (44 + 3). However, this does not mean that any integer in one of

16.

these forms is a prime.

a. p=54+1:
£=2 5p=-11
b. 7=54+2:
£=0—=p=2
€. =54+ 3
£=0—->p,=3
d. p=54{+4
£=3 =19

We show some primes for each form:

£=6->p,=31

A=1-5p=17

£=2p=-13

£=5_,p=29

£-8>rp-41 £=-10-p,=51

£=-3 5p,-17 £-T 5 p=37

t=9_>p=49 t:ll_).j?:E!



17.

19.

a. 0(29)=29 - 1=28 (29 isa prime)
b. (32) = ¢(2°)=2° —2* = 16 (2 is a prime)
e 980) =¢(2* x5 =(2* -2 % (5' -5 =8x4 =32 (2 and 5 are primes)

d. (100) =9(2% % 57 = (22 -2 % (57 =5')=2x 20 =40 (2 and 5 are primes)
e. ¢(101) =101 -1=100 (101 is a primes)

a. [224 -1) = (2]2 —1) = {212 + 1). Because none of the factors 1s 1., {224— 1)is a
composite.

b. [Em -1) = (EE —1) = (ER + 1). Because none of the factors 1s 1, (2 16 _ 1)isa
composite.

¢. In general, if a positive integer can be written in the form (27— 1) and #is an
even integer greater than 2, then (27— 1) = (272 = 1) x (2° + 1). If # =2, then

we have {E”— 1) =3, a prime.

Wehave (10=3+7). (24 =11+ 13), (28=11 +17), and (100 = 11 + 89).

. Some of these primes are shown below. We can always check the primeness using
Appendix H.
=1 — {3F+J}=2 f=2 -  (F+1)=5
#n=4 — [JF+J}=I? =0 = (F+D=37
n=10 5  (Z+1)=10l n=14 5 (4 1)=197
n=16 5 (£ +1)=257 n=20 5 (#+1)=401
n=24 S (F+1)=577 n=26 = (A +1)=677



21.

(5'5 mod 13)= [(5% mod 13) « (5% mod 13)] mod 13
— [(-1 mod 13) (5 mod 13)] mod 13— -5 mod 13- 8 mod 13

(15" mod 17) = [(15 mod 17) (15" mod 17)] mod 17
= [(-2 mod 17)x (-2 mod 17)] mod 17— 4 mod 17

(456'" mod 17)= (456 mod 17)= 14 mod 17

(145'%2 mod 101)= [(145'! mod 101) < (145 mod 101)] mod 101
— [145 x145] mod 101=[44 3 44] mod 101= 17 mod 101

22. We know that if p1is a prime, 1 mod » ::F_zmndp

.

5 ' mod 13- 5P 2 mod 13- 5" mod 13 =8 mod 13

15 ' mod 17= 15" 2 mod 17 = 15"° mod 17 =8 mod 17

27 'mod 41= 27" 2 mod 41 = 273 mod 41 =38 mod 41

70! mod 101= 70"~ 2 mod 101 = 70* mod 101 =13 mod 101



15 ' mod 17= 157 2 mod 17 = 15 mod 17 =8 mod 17

27 'mod 41= 27" 2 mod 41 = 27 mod 41 =38 mod 41

707! mod 101= 70'""'~ 2 mod 101 = 70* mod 101 =13 mod 101

23. We know that if # 15 an integer, rlmodz=F"""1moed »

a.

12V mod 77= 127001 od 77= 12°° mod 77 = 45 mod 77

16 ' mod 323- 16"5239-1 0od 323 16287 mod 323- 101 mod 323

207! mod 403- 2091 nod 403 - 20°°° mod 403 262 mod 403

44" mod 667= 448761 pod 667 = 44°° mod 667 = 379 mod 667

24. For each Mersenne number, MJ,,: 27 _ 1, we try some integers in the form 24z + 1
to find a possible divisor.

a. My = 283 _ 1= B.388.607 is not a prime. When £=2, 24p + 1 = 47 divides the
number: 8,388,607 =47 x 178 481. Mpy is a composite

b. Myg = 9 _ = 536.870.911 is not a prime. When £=4. 247+ 1 = 233 divides
the number: 536,870,911 = 233 < 1,103x 2,089. My is a composite

c. My, = 231 _ 1 =2,147.483.647 is a prime. If this number is a composite, it must
have a divisor less than 46.341 (the square root of M 3), which means that £in
247 + 1 must be less than 748. We tried all £=0 to 747 with no success. Mx, is
a prime



25. It can be checked that if 2 # — 1 is a prime, then #1s a prime. However, there are
some values of # for which 2% — 1 is a composite, but #is a prime ( # = 11, for
example). In other words, if #is a prime, 2” — | may or may not be a prime; if 2” -
1 15 a prime, then #1s a prime. This 1s to say that not all Mersenne numbers are
primes. Since Mersenne’s idea cannot be used for primality test, the fact stated in
this problem cannot be used for primality test.

22—1=3isapri|-: &= 2 is a prime
&= 3is a prime

&= 4 is a composite

&= 5is a prime

23— 1-7is aprime
2% 1-15=3 x 5 is a composite
2°— 1=31 is aprime

Yol

2‘—1=i3=3><5hlmpnsih:
27 _ 1- 127 is aprime

2% _ 1_255_ 5 51 is a composite

2% _ 1-511=7 - 73 is a compaosite
21%_ 1_ 1023 3« 341 is a composite
21 _1_2047-23 « 89 is a composite

=065 a composite
=T is a prime

a= 38 is a composite
a="is a composite
= 10 is a composite
a=11is a prime

I

26. The following shows the results of the Fermat test on this group of integers. Note
that if the integer does not pass the test, it is definitely a composite; if it passes the
test. it may be a prime. The last two integers pass the test. but we know that they
are composite.

a =100 — ?_]I-ng=ﬂﬂ[-lt]lmﬂ] —  composite
=110 27 'mod z— 72 (not passed) —»  composite
2 =130 = 27 ;mod - 88 (not passed) —  composite
n =150 = 27 I ;mod - 88 (not passed) —  composite
n =200 = 27 ;mod - 88 (not passed) —  composite
a =250 — 27! ;od 2= 62 (not passed) —  composite
m =271 — 27~ Uod g= 1 (passed) —  prime

r =341 - 2* U mod 7= 1 (passed) —  compaosite
=561 - 27~ U od g= 1 (passed) —  compaosite

27. The flow in the Miller-Rabin algorithm may be better understood using the chart in
Figure 59.27. We follow the chart in each case.



Figure 8927 Soluion io Fyercive 27

I—----Ehmseahnﬁe

[ Find s and 4 ]

(T 1—; mod .-l.l]

‘;}'O""' Pseudoprime
Loop .
7
el
— Q=i )
[T=7*1] [All £ riested?)

T = +1: Composite ~d-
T = —1: Pseudoprime O’ -4 Composite ﬁ

a. »= 100 —=

100 -1 =99 2" —3 =99 and £= 0.



Pre-loop - T=2"mod 100- 88
Loop is by-passed becansef = 0 — Composite(100 is an even integer)

b. 7= 109 = 109 —1=27 % 2% — m=27 and £#=2.

Pre-loop —  T=2""mod 109-33
£=1 —  T=T? mod 109- 108 mod 109= (-1) mod 109
Loop is broken becanse T= -1 — Psendoprime( 109 is actnally a prime)

. #=201 =201 = 1=25%2" =5 m=27 and £=3.

Pre-loop - T=25mod201-95

£=1 —  T="T mod 201= 181 mod 201
£=2 5 T=T? mod 201 = 199 mod 201
Loop is terminated— Composite(201=3 = 67)

d 7=2712271-1=135x2" > m=135and £=1.
Pre-loop = T=2"mod 271= 1 mod 271
T = +1 in the initialization step— Psendoprime(271 is acinally a prime)
e. n=341 5341 -1=85x2" = m=85and £=2.

Pre-loop = T=2mod341-32
=1 —  T=T mod341- 1 mod 341
Loop is broken becanse T= +1 —» Composite(341 = 11 » 31)

f. 7=349 5349 _1=-87 x 2% > m=87 and #="2.

Pre-loop - T=2mod 349- 213
£=1 —  T="T mod 349= 348 mod 349- (-1) mod 349
Loop is broken becanse T= -1 — Psendoprime(349 is aciually a prime)

g. 7=2047 52047 - 1=1023 x 2! 5 w=1023 and #=1.

Pre-loop - T = 2195 pod 2047- 1 mod 2047
T = +1 in the initialization step> Pseudoprime(but 2047 = 23 x 89)

In this case, the test declares the integer 2047 as a pseudoprime, which is actu-
ally a composite.

28. We use the chart in Figure 59.28 to follow the recommended primality test that
include several instances of Miller-Rabin test, each with a different base. For each
number we use the base set (2. 3, 4).



Figure 89.28 Salwvion ro Evercive 28

[Divisibl by 3. 5. .7 -
}@ = === | Composite

Find &+ and £
and choose Aarer

Loop

A
¥

Muller-Kabin
test for next base

| Test fuiled?]

Composite |- - -@ @- - - = 4 Psendoprime ]

LAll bases tested?)

a. #=2711s not divisible by 3, 5, 7, 11, 13, 17, 19, 23. We start Miller-Rabin tests.
The tests tells us that 271 is a pseudoprime; it is in fact a prime.

Initialization: 271-1=135x2' - w=135and#=1

a=2 — T=a"Ymed271-1

a=3 = T=-aYmed271--1

a=4 — T-amod271-1
The

number passes three Miller-Rabin tesis . Pscudoprime



b. 7 =3149 is not divisible by 3, 5, 7, 11, 13, 17, 19, 23 We start Miller-Rabin tests.
This integer fails the test; it is definitely a composite (3149 = 47 = 67).

Initialization: 3149- 1 =787« 22 — gv="T87 and §=2
a=2 = T=a""mod3149=2523 T="T> mod3149= 140
The number fails the Miller-Rabin test for=2 — Composite

c. #=9673 1s not divisible by 3.5, 7, 11, 13, but 1s divisible by 17. It iscomposite
and no Miller-Rabin tests are needed (9673 = 17 = 569).
29.

a. We test the claim using (3 — 2" mod 7= (3 - 2) mod pwith r=3, #=2, and
some small primes.

p=2 G-2Fmed2-1 (3% -2) mod 2= 1
=3 (3-2med3 -1 (F-2)mod2-1
p=T G-2rmod7 =1 (3-2)mod7=1

b. We also test the claim using r="7, &= 3, and some primes.



b. 7 =3149 is not divisible by 3, 5, 7, 11, 13, 17, 19, 23 We start Miller-Rabin tests.
This integer fails the test; it is definitely a composite (3149 = 47 = 67).

Initialization: 3149- 1 =787« 22 — gv="T87 and §=2
a=2 = T=a""mod3149=2523 T="T> mod3149= 140
The number fails the Miller-Rabin test for=2 — Composite

c. #=9673 1s not divisible by 3.5, 7, 11, 13, but 1s divisible by 17. It iscomposite
and no Miller-Rabin tests are needed (9673 = 17 = 569).

29.

a. We test the claim using (3 — 2" mod 7= (3 - 2) mod pwith r=3, #=2, and
some small primes.

p=2 G-2Fmed2-1 (3% -2) mod 2= 1
=3 (3-2med3 -1 (F-2)mod2-1
p=T G-2rmod7 =1 (3-2)mod7=1

b. We also test the claim using r="7, &= 3, and some primes.

p=2 (7-3mod2-=0 (P-3)mod 2=0
p=5 (7-3rmod5-4 (FP-3)mod5-4
p=17 7-3"mod17-4 (77 - 3) mod 17=4



30. Generally, 7,> # = In 2z The following shows some primes and their approxima-
tions. As #becomes larger, the ratio of error becomes smaller.

a=1 Pe=2 axInmr=0
=23 Pa=9 &< Ima= 3047
a= 168 Pa=""1 & > In o= 86080
a1 =BOHE Pa=4999 & In = 4344 86
#r= 10,000 Pa=104.T29 & In = 9210340
31.
a.
M=9 M1-9lmod7 = 4 g =T '-T'med9- 4
Ir=2x9=4+3:7 = 4)mod 63=30
b.
a=4 m=5 om=10m=11 — Af=355
M=11 ' 11 mod 5 = 1 ; Ah=5 M -5'med11-=9
I=(4x1=1+10:5=9) mod 55=54
C.
JI=T l!'|_=-.|.3 ﬂ]:ll.ﬂ]:lz — 4= 156 .il:fl= 12 )!&:13

My=12 =127V mod 13= 12 ;s M5=13 2513 "med12- 1
I=(Tx12x 124+ 11 13 1) mod 156=59

32. The following show QRs and QNRs in each case.
a. QRs and QNRs in Zj 3%

QRs: 1,3,4,9,10, 12 QNRs: 2,5,6,7,8, 11
b. QRs and QNRs in Z*
QRs:1,2,4,8,9,13, 15,16 QNRs: 3,5,6,7, 10,11, 12, 14
¢. QRs and QNRs in Z3*
ORs:1,2,3,4,6,8,9,12,13,16,18  QNRs: 5,7, 10, 11, 14, 15, 17, 19, 20, 21, 22

33.

a. The integer 4is a QR in Zy*. Since 7 = 4 x £+ 3 with 4= 1. we can use the
following expressions to find the solutions.



7D ped7-2 x: 47D ped 72

b. The integer 5 is a QR in Z;*. Since 11 = 4 x £+ 3 with £ =2, we can use the
following expressions to find the two solutions:

w5 d 114 x-S DA d 11=-—4

¢. The integer 7 is not a QR inZy* (see Exercise 32). This equation has no solu-

b

tions.

d. The integer 12 is not a QR in
solutions.

Z+* (see Exercise 32). This equation has no

a. 7=14=2x7 — # =2 and 7 = 7. The four new equations are

2=4(mod2) - r=+0(mod?2)

2=4(mod7)— r==2(mod7)

We have four sets of equations: The solution gives us =2 and r=12.
Set 1: =+ 0 (mod 2) IX=+2(mod7T)
Set 2: =+ 0 (mod 2Z) r=—2(mod 7)
Set 3: r=— 0 (mod 2) Ir=+2(mod7T)
Set 4: r=—0(mod 2) r=—2 (mod 7)

b. 7=10=2x5— /7 =2 and #, = 5. The four new equations are

2=1(mod2) - r=+1(mod2)

2=1(mod2) - r=+1(mod2)

=0 (mod 5)— r==0(mod5)

22=0(mod 5)— r==0(mod5)

We have four sets of equations: The solution gives us .r=35.

Set 1: r=+1(mod 2) Ir=+ 0 (mod 5)
Set 2: r=+1(mod 2) xr=-—0(mod 5)
Set 3: r=—1(mod 2) Ir=+ 0 (mod 5)
Set 4: r=—1(mod 2) xr=—0(mod 5)



. H=33=3xll—}f?]=33ndf?3=11.

P=1(mod3) - r=+1(mod3) 22=7 (mod 11)— no solutions

Since the second equation has no solution, the equation %= 7 mod 33 has
no solution.

d. 7=34=2%17 = 7 =2 and /2 = 17. The four new equations are

=12 (mod 2) > r==+0(mod2) =12 (mod 17) > No solutions

Since the second equation has no solution, the ﬁ:]u:ll.innzxz 12 mod 34 has
no solution.

35. We use tables based on Figure 9.7. We first calculate all powers of &'s.

a r= 21 mod 8 » a= 21, r=24 = 11000;. Shaded areas represent no moutipli-
cations. All calculations are in modulo 8. The answer is p=1.
&s xr |p=1mod8
4 =5mod § 0 r=1mod8
& =1 mod 8 0 |p=1mod8
4" =1mod § 0 r=1mod8
& =1mod 8 1 |r=1lx1mod8=1mod§
A%~ 1 mod 8 1 r=1x 1 mod 8 =1 mod &

The table shows that we can stop whenever &' becomes 1.

bh. v= 32(}23 mod 461 - @=320, r=23 = 10111,. Shaded areas represent no mul-
tiplications. All calculations are in modulo 461, The answer is_ p= 373

a’s x; p=1mod 461
4 =320 mod 461 1 |[r=1x320mod 461 =320 mod 461
& = 58 mod 461 1 |p=320x 58 mod 461 = 120 mod 461
& =137 mod 461 1 |r=1203x 137 mod 461 = 305 mod 461
& =329 mod 461 0 =305 mod 461
@ = 367 mod 461 1 |¥=305 x 367 mod 461 = 373mod 461

c. 7= 1776 mod 2134 — 2= 1776, r=41 = 101001,. Shaded areas represent no

multiplications. All calculations are in modulo 2134, The answer is_y= 698



& = 1776 mod 2134 y=1x 1776 mod 2134 = 1776 mod 2134
7 =124 mod 2134 0

& =438 mod 2134 0

| = 1918 mod 2134 1 |r=1776% 1918 mod 2134 = 504 mod 2134
2° = 1842 mod 2134 0

a'= =2038 mod 2134 1 |r=504 x 2038 mod 2134 = 98 mod 2134

d. »=2001"" mod 2000 = &= 2001, .r= 35 = 100011,. Shaded areas represent no
multiplications. All calculations are in modulo 2001, The answer 1s p=1.

4 = 1 mod 2000 =1 % | mod 2000 = | mod 2000
& =1 mod 2000 =13 1 mod 2000 = | mod 2000
4* = 1 mod 2000
& =1 mod 2000
4" = 1 mod 2000
7 =1 mod 2000 1 [r=1x 1 mod 2000 = 1 mod 2000

The table shows that we can stop whenever & becomes 1.
36.
a. The order of the group is $(19) = 18§.

b. The following shows the order of each element:

ord()=1 ord(2)=18 ord(3)=18 ord(#)-9 ord(5)=9 ord(6)=9
ord(M)=3 ord8)=6 ord(9)=9 ord(10)=18 ord(11)=3 ord (12)=6
ord (13)= 18 ord(14)= 18 ord (15)= 18 ord (16)=9 ord (17)=9 ord (18)=2

¢. The number of primitive roots is ¢(¢(19)) = (18) = 6.



d. The primitive roots are those element with order 18. They are 2. 3, 10, 13, 14,
and 15.

e. We know that the group 1s cyclic because 19 1s a prime. Any of the primitive
root can generate all elements of the group. For example, if we choose #=2 as
the generator, we can generate all elements as shown below (all calculations are
in modulo 19).

a2 £ 54 £ 8 A 16 £ 13 P |
£ 14 29 218 A's17 Adluis A2
A3 26 £5-12 g5 .5 g1 A%

I. We can create a table of discrete logarithms for bases 2, 3. 10, 13, 14, and 15.

x 1|23 |4|5|6 |7 |8 |9 |10 11 [12 (13 (14 (15 (16 (17
LH(.t) 18 1I3[2(16(14|6 (3 (8 (17(12(15|5 |7 |11 |4 (10
Liy(n 187 |1 |14|4 |8 |6 |3 |2 |11 |12(15|17 (13 |5 (10 (16
Lpla) 18(17(5|16(2 (4 [12]/15(10|1 |6 |3 [13(11 (|7 |14 |8
L1} 18 |11 (17 |4 (14|10 |12 |15|16 |7 |6 |3 |1 |5 (13 (8 (2
| 18(13|7 (8 (10| 2 |6 |3 |14|5 (12|15/11 |1 |17 (16 | 4
L5t 18| 5 (11|10 |8 |16 |12 |15 |4 |03 |6 |3 |7 (17 (1 (2 (14

]

»a~.=~.=~.=|»a el;




37.

a. To solve the equation =11 (mod 17), we need to find a primitive root in the
group G = <Zy7%. x > and the discrete logarithm table for that root. The first
primitive root in this group 1s 3 (primitive roots are 3, 5,6, 7, 10, 11, 12, and
14). The discrete logarithm table for this root (base) can be found as

xr 1|2|3(4|5|6 7 (8 |9 (1011 |12 |13 (14 |15 |16

Lyl 16|14 (1 (12 |5 (15|11 (10| 2 |3 |7 (13 (4 |9 |6 (8

We then apply the function L 5 to both sides of the congruence. Note that the
working modulus is (17) = 16 and L3(11) = 7 (from the table).

L3(%)=Ls(11) (mod 16)> 5 x L3(x)=7 (mod 16) — 5x Ly(x) =7 (mod 16)

Now we need to solve the congruence equation 5 = La() = 7 (mod 16). Recall
trom Chapter 2 that this equation has only one solution because ged (5, 16) = 1.

Ly =5"! %7 (mod 16)= 11 (mod 16)

Now we can use the table to find _vif L4(1) = 11: the answer is = 7. which can be
checked as 7° = 11 (mod 17). We can also write a program to test all of values of x
from 1 to 17 to see if any of this values satisfies the equation. We did so; the
only valueis r="T.

b. To solve the equation 207 =22 (mod 19) or 24 = 3 (mod 19). we need to find
a primitive root in the group G = <Zjg*, % > and the discrete logarithm table for
that root. The first primitive root in this group is 2 (see Exercise 36). The dis-
crete logarithm table for this root (base) can be found as

x 1(2|3 (4 |5|6 (7 |8 |9 |10 (11 |12 (13 |14 |15 16 |17 |18
Lrr |18|1 (13|2 (16|14 |6 (3 |8 (17 |22|15|5 |7 (11|4 (10 |9

We then apply the function L 5 to both sides of the congruence. Note that the
working modulus is §(19) = 18, L5(2) = 1 and L,(3) = 13.

[.1{21"}5 L;(3) (mod 18) — L5(2)+ 11 = Ly () = L5 (3) (mod 18)
= 1+11x Ly(1) =13 (mod 18) — 11 < Ly(x) = 12 (mod 18)

Now we need to solve the congruence equation 11 x y= 12 (mod 18). Recall from
Chapter 2 that this equation has only one solution because ged (11, 18) = 1.

11 y=12 (mod 18) — p= 11" x 12 (mod 18)=5 x 12 (mod 18)= 6 (mod 18)

Now we can use the table to find .rif Lo(.1) = 6; the answer is & = T, which can be
checked as 2 x 7'' = 3 (mod 19). We can also write a program to test all of values
of rfrom 1 to 19 to see if any of this values satisfies the equation. We did so;
the only value is x="T7.



¢. The equation 547 £ 6r = 8 (mod 23) cannot be solved using the discrete loga-
rithm discussed in this chapter because there is no property of discrete loga-
rithm to allows us extract L) from L{ 5212 + 6.). However, we can write a
program to test all of values of o from 1 to 22 to see if any of this values satis-
fies the equation. We did so, but find no value of _rsatisfying the congruence;
the congruence has no solution.

38. One million operations per second means 3,600,000,000 operations per hour.
a. If we assume that the complexity of divisibility test is 2 (which is very unreal-

1s5tic), then

27— 3,600,000,000 — 27223 4, %32
This means a < 232

b. The complexity of ASK 15 (lllggify'j.

(logza)'? = 3.600,000,000 — logois=625 —» #2252 5 5,76
This means & < 276

¢. The complexity of Fermat is #;if we use Fast Exponentiation algorithm.

2= 3,600.000,000
This means a < 2600,000,000

However, as we know the algorithm is probabilistic. We are not sure if the
result is correct.

d. The complexity of square root test is 7 or 2

2% = 3,600,000,000 — 275232 5, 32
This means & < 252

However the test 1s not deterministic. We are not sure if the result 1s correct.

€. The main operation in Miller-Rabin test is Fermat test, so the complexity is
somehow more than Fermat. However, the test 1s not deterministic.

39. One million operations per second means 3,600,000,000 operations per hour.

a. The complexity of trial division method is exponential (27).

2% = 3,600,000,000 — 2% 2% 5, 532
This means & < 2°%

b. The complexity of Fermat method 1s subexponential or plog) B simplicity,
. 2
we assume the complexity to be 20108202,



20022 _ 3 600,000,000 —> 2008202 232, (log,))? ~ 32
= (logyrug) = 5.7 — ny= 237 5 52

This means & < 252

¢. The complexity of Polard rho method is exponential or (27 u#),

2744 = 3 600,000,000 — 274 5232 4, ~ 128

This means & < 2128

d. The complexity here is e C where C = (Inz Inlnz)'2. Since it is very difficult to
. 2
calculate #1n this case, we assume that C = lnn}”‘ or C = (Iln#).

e!™ = 3,600,000,000 — Inz=3.600,000.000

This means & < 600,000,000

e. The complexity here is e C where C = E(IHW]’G{IHIHH}EH_ Since it is very diffi-
cult to calculates in this case. we assume that '.':':2(lnﬁ,-"’f'al[lnﬁ]g’rj = 2{lnwz)

e _ 3 600,000,000 — Inz= 1.800.000.000

This means & < el-500,000,000
40.
&lm_m_wm _|; fj}
{
el
for (i=0 to #,-1)
{
ifiz =1
refnm /!l no need to continue
if (r;=1)
e yx amod s
i (—;:?1 mod s
}
return )
i
41.
&Im_m_wa; x, ﬁ'}
{
b1

{

& — & mod #
if (1r;=1)
¥« yx amod #



}
42.
Square_and_ Multply(- & #)
{
Vel
while (x>}
{
if (rmod2 =1)
Ve rx amod # I/ not needed in the last round
a «— a mod #
X /2 // integer division
}
retarn
}
43.
FermatPrimality Test(.. ) /' We can pse different bases
{
Ve Square and Multiply . ~— 1. #) M See Algorithm 9.7 in the text
ifiyr=1)
return (2 is probably a prime)
retorn (7 is a composite)
}
Square RootPrimality Test )
{
for (=2 tox2+1) /I mis normally odd
l >
He— g mod s
_J'(—{—f.?J: mod.s
ifir=1mod ) or(y =1 modx)
refarn (4 15 a composite)
}

retarn i # is probably a prime)



45.

ChinescRemainderTheoremd, a[1 ... 4], m[] ... £])
{
M1
for (/=1 to £)
M« M x ml[+]
for (/=1 to £)
{

M — M/ m[4]
InvM[ /] « M[4~" mod m[
}
Fe10
for (/=1 w &)
X [+ (a[d x M[4] x InvM[4])] mod M
reiorm.

46.

Find(JuadraticResidumes ) il pis a prime
i
for (v=2 twar221) il =iz normally odd
{
A+ Square amd Multiply . (7— [ /2. 2
if (. =1 mod »)
insert « in PRList
else
insert « in PNRList
H
retorn (JRList and QNRList

FindFirstPrimitive Rool”) fl 7is a prime
for (=2 1 p2-1)
{
Fe1
while(+ mod 2= 1)
i
Fe—i+l
H
if(i=p-1) if ordera= ¢ (@)
returm



48.

Find AllPrimitive Roots ) H pis a prime
|
for (#=2 to p-1)

{
ey |
while(# mod 2= 1)
{

£ — ¢+ 1

)

if(/=p2—1) Il ordera={(p)
Insert « to PrimitiveRootList

I PrimitiveRoot List

49.

Find AllDiscretelogs7) Il pis a prime
{
PrimitiveRootList — Find AllPrimitive Roots) Il See Erxercive &8
Create a DiscreteLogTablesorted on »
for (each #in PrimitiveRootList
{
for(r=17sp0-1)
{
Ve 2" mod p
insert -'to .ff row of Discretel.ogTableunder 1 column
}
}
retorn DiscreteLogTable



